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MEMORANDUM FOR All US Army Chemical Materials ~ g e n &  Employees 

SUBJECT: US Army Chemical Maten'als Agency Operatlona Security (OPSEC) Policy 
far Infomation to be Released to the Publlc 

1 References: 

a. Message. Department of the Army, DAMO-AOC, 1416372 Feb 05, 
subject: (U) Vice Chief of Staff of the Arrny (VCSA) Sends - Sensitive Photos. 

b. Electronic Mail. US Army Materiel Command (AMC), 02 Aug 05, subject: CG 
Serlds - OPSEC (Endosure). . 

c. Message, Department of the Army, DAMO-AOC, 2000012 Aug 05, 
subject: (U) Chief of Staff of the Amy (CSA) Sends -- OPSEC Guidance. 

d. Army Regulation (AR) 539-1, OPSEC, 3 Mar 95, 

2. References a, b, and c contain CSA, Commander, AMC, and VCSA guidance on 
OPSEC responsibilities. Reference d contains procedures to follow in conducting 
an OPSEC review. 

3. In awrdance with references a, b, and c, OPSEC is a chain of command 
responsibility and of particular mncem is the posting of sensitive information and 
photographs to the internet, as well as specific categories of information identified by 
the AMC Commander (enclosed). OPSEC violations needlessly placo lives at risk and 
degrade the effectiveness of operations. 

4. Effective immediately within the US Army Chemical Materials Agency, the following 
.'$dicy is in effect. In accordance wiih procedures in paragraph 4-2, AR 530-1, 
linfarrnation (visual, electronic, hardcopy, or infomatian by other visual/dectronic 
means, including memoranda, letters, news releases, briefings, photographs, drawings 
and videos, or other visual or electronic information) that is lo  be released to the public 
will be given an OPSEC revie? by the installation or actcity OPSEC Officer prior to 
release. 



SUBJECT: US Army Chemlcal Materials Agency Operations Security (OPSEC) Policy 
for Information to be Released to the Public 

5. The slaff P~OWnent for this policy is the GMA Securlty Office, AMSCM-OPOC. 410- 
438443116918. . . 

End MI~I IA~L A. PARKER 
Director 



-.--,,,,I,*. 

Frhm! WentL Paul L. M L  AMCCG ..-.. ~~ 

gem: Tu&, August 02 .2M 2 1 7  PM 
To: Hack, Richard LTG AMCDCF; Symanslri, Kathryn SES; ~ a u r ~ n '  AMc ~ l :  Chanrv. Anhonv W. (XIL: 

steverwn,~ ~ilchell ... MG. AMCOPS/G3; Baker, Sue AMCOPS a; Miim, Bat; Motsek, Gory SES 03; flmn, 
lank AMCFC/G5; suduw, James 0. SES G6; kiby, BaBarbara SES AMC 68; Pamns, Jeffrey S f 3  AMCCP; Lbrius. 
@& AMmO GI; Moon, Seven COL; Powen, Daryl; Mctby, Susan AMCIR; Park, Robert 3 SES AWCCC; Na@@r, 
Thomas 2. COL PMCIG; Ashlw, Lew; h s m ,  Seott AMCSB CG; ~mj@ladc.mdc4.aymyYmIIm~I'; 
'radimr@hdc-mck4.army.smll.mlP; ~ames.plilsbury@~neamn/m~I.m~r; 'lenae~WlCSYKNRW.m~3mil.mll'; 
~ackett, Oalg MG USSAC; 'm&d.parke@a~armymR.mi~; 'andeMnc@riyadh.armysm8.mn'; NWau, 
Rdger A,, ffi; Maam3!,  Mldael R MG CG C-E LWC/P60; &lander, Brent T. LTC AMCSGS 
CG: R(Chanlson, rhomas COL AMCDCG; Lunasa, DaveRMCCS;,WInsld, Kevln LTC At-lCCG; CPdrerRarn, K. 
Gary MAI. AMCCG; Hewilt, 3pjl AMCOG; Newman, Tom COL. AMEGSG; Wrari, lohn LTC 
m b j d  Cc Sends-OPSEC 
Xnaponance: High 

Clasinmicetion: UNCLASSlFlEWlFOROFFlClAL USE ONLY 

Ladles and Gentlemen, 
ma Cornmandm General dieted me to forward the foll&na memo mat addresses his cnnwma for 

WSEC and the need (o be mole senskihe to what informdon we pass over undassified means and when 
responding lo press or other requests lor infwmatlon. 

Ladies and Gentlemen, 
: ..'. .MC?ddieis; civilians and conkactors are doing a g m t  job sup~.iing 
, .. ..it% a*f . . 

e@ of our nation and are makiag tremendous strides inthe 
'"~;'~&+.&<iHdwevet, in our eagerness to shaxe these great BCMrnplishmenrs, 
" !'W'hi&tt&c~* to keep OPSEC in the farefront. Recent incideas 

- -'&odd~~miiid~&ofus t&t the c-t d t y  environment poses serious 
. - thm&&ItM~aud 6 our military as II whole, at home as wet as abmad. 
. ..:WediliSt7ell & that we ase doing e-g possible to protect the 

,linsbfout soldiers aadthciir hilies; and ultimately to not put our 
.soldiers; DA civilians, and contracto& at risk through bdventent 
disclosure of cla~8ified or wnsitive information. 

As the global w on tenorismcoatinues, it is becaming increasingly 
in- that wc c&ue our efforts to protect opedonslly si@iftca@ 
iofamation that identifies our opcratiod plans and wlncrabitities. In tlus 
global W, facE a stealthier enemy; hfadcin is everyfhing and i s  
the single determinant of advantage. We do not want to Create a situatioa 
where& our advend= can use & o u n  information to deter or defeat 
ow mission, compromise our operations, or lead ta &iendly mi ailiod 

The enemy has oontinuous1y shown a 08oab'ilW d aath.aita OP SOW 
i n f o d o n  on Army operakom, equipkit i d  p&onnel.-We must 
exercise cautiou when detem%n~~ what infonnation will kc releas4 to 
the pub& or posted ta our public kb siw. Each commsnd mat  have an 
OPSECnview process in place. The review should inclde u series of 
local reviews by specific organizztions aad Btaffdemene, to include the 
G2 OPSEC pin1 of contact ldld tha Public Aff& Office (PAO). These 
OPSEC revim are d e s i ~ e d  to sem as a s d e p d  to ekninnle 



i e a d v c t ~  and uaautharized diso10& of-itiw infordon to 
reduct our OPSEC whmbIlities. 

All personnel hvolved witb originating idbrmation intended for public 
releko (documeaEl, aemiaar bdfiag<tdmieal papen for publi&ion, 
vide41 tapes, CD ROMs, wcb site material, iiewslettera. i n t d c w  with thc 
media), must be aware of aad h m o  f&liar with &a prows within 
your commands. . - 
Below you will find exampla of poteatially~imppPr;ate inforordon for 
public release: 

-&uipmmt capabilities, liibtions, vulwabilitiea. 
-Readiness and vulaerabUity assessments. 
-Test locations and dates. 
-Sensitive unclaseified repart8 rot internal Army use. 
-TWcal  and scicntiflc pmprietq data developed by a oonBrct~r. 
-Undmifi& technical data with militmy applications. 
-Lessons l e a d  that could t e v d  sensitive rnilitarj operfitions, exerciw., 
or v u h ~ t i e s .  
-Movement of assets where unceaaioly of locatia~ is a progfem w 
opemtional element 
-tOgisti*l support ( m d o n s ,  weapoqs movement). 
-Specific, real-time support to curredongoing military O ~ ~ ~ ~ Q I I S .  

The Army oannot function without your offorb. Protecting ow 
idormation is  via if succesa is to be achieved in carrying out tRe &my's 
missions. In orda ta.ac&mplii such aa endtawr, 1 I 1  upan 1 AhlC 
leaders, employeas, e tors, and Mwtp to integrate OPSEC 
considerations into your daily ope ratio^^^. In addition, w nsed to ensu~ 
that all regulatory and l d  OPSEC policies aad p d m  ate bekg 
earndy and pcopgbr hlloweb We ova tbia bD tho% ia b m ' a  
war 1 

BENJAMIN I. URIF%IN 
(Jcneral, USA 
Coi&nandii 

CkaBcekn: UNCLAS8lFlEDllFOR OFFICIAL USE ONLY 
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